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(54) Method, system, and apparatus for transmitting, receiving, and displaying information 



(57) An augmented personal digital assistant 
(PDA), or alternatively a personal financial assistant 
(PFA) having magnetic and smart card reading/writing 
features, financial software, biometric verification fea- 
tures, timed information removal features, and auto- 
matic communications capabilities to interface with 
automated teller machines (ATMs) or other PDAs. The 
device further includes a radio frequency (RF) trans- 
ceiver, an infrared data association (IRDA) transceiver, 
data encryption standard (DES) processor and flash 
memory. Optional hardware includes biometrics hard- 
ware and an RSA chip. 
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Description 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims priority to, and herein 5 
incorporates by reference, applicants' copending U.S. 
Provisional Application No. 60/139,732 filed June 18, 
1999. 

BACKGROUND OF THE INVENTION w 

[0002] The present invention relates generally to 
methods, systems, and devices for transmitting, receiv- 
ing, and displaying information. More specifically, one 
embodiment of the present invention is an augmented 15 
personal digital assistant (PDA), or alternatively a per- 
sonal financial assistant (PFA) having magnetic and 
smart card reading/writing features, financial software, 
biometric verification features, timed information 
removal features, and automatic communications capa- 20 
bilities to interface with other PDAs or automated teller 
machines (ATMs). 

[0003] In many circumstances, the ability to access 
information and utilize financial services is dependent 
upon the ability to carry multiple cards, such as credit 25 
and debit cards. These cards may take the form of mag- 
netic stripe cards or smart cards. There are, however, 
several problems with consumers carrying numerous 
cards. These cards add weight and bulk to a con- 
sumer's wallet or purse, and present increased opportu- 30 
nities for loss or theft. As a result, consumers may limit 
the numbers of card accounts they maintain, thereby 
limiting potential business opportunities for financial 
services providers. 

[0004] Additionally, these cards generally have 35 
expiration dates, making it necessary for routine 
replacement. This leads to a two-fold problem, first, con- 
sumers may forget to replace an expired card, and, sec- 
ond, card providers must routinely reissue new cards. 
Significant costs are incurred in the administration and 40 
replacement of these cards. 

[0005] Not only is there a problem with the number 
of cards necessary to access various services; increas- 
ingly, people are carrying electronic organizers, laptop 
computers, cellular telephones, and other microcom- 45 
puter based devices. These devices have become indis- 
pensable tools for many people. Accordingly, there is a 
need for an effective method, system, and device that 
consolidate financial services cards with microcomputer 
based devices. 50 

SUMMARY OF THE INVENTION 

[0006] The above identified shortcomings are over- 
come by the present invention, which relates to a uni- 55 
vers a I card system with an integrated PDA/ PFA 
(hereinafter referred to as "the device" of the present 
invention). The device includes all known features of a 



pocket PDA, and additionally includes card reading/writ- 
ing capabilities, timed information removal features, bio- 
metric verification tools, wireless transmission features, 
automatic transmission of information, and e-commerce 
and banking software. 

[0007] The present invention benefits both the con- 
sumer, as well as, financial services providers. The con- 
sumer benefits by the reduction in the number of cards 
to be carried, improved security, consolidation of per- 
sonal financial information, and access to a banking 
network. Consolidation results because the user will 
have a personal identification number (PIN) in which to 
program the universal card into a desired credit card, 
debit card, charge card etc. Further, security is 
enhanced because the data encoded on the universal 
card erases after a preset period and/or on demand, 
thereby returning the universal card into its generic sta- 
tus after a transaction. 

[0008] The consolidation of financial information is 
further enhanced because, for example, all credit, 
charge, and debit card information, as well as, elec- 
tronic receipts and transaction statements are stored on 
a single device, and may be displayed and downloaded. 
Because of the considerable banking services provided 
by the pocket-sized device, the invention can essentially 
be viewed as a "Bank in Pocket" device. 
[0009] An embodiment of the invention provides for 
the use of the device to access electronic data and serv- 
ices through long range, omni directional RF transmis- 
sion, as well as, shorter range, unidirectional IRDA 
transmission. Infrared transmission in the present 
invention, for example, allows the user of the device to 
establish a two-way IRDA link with a home personal 
computer (PC), thereby uploading data onto the home 
PC database, as well as, downloading data onto the 
device. 

[0010] The financial services provider associated 
with the present invention benefits because there will be 
fewer physical cards issued, and transactional informa- 
tion is made available to consumers in electronic form. 
Security is also enhanced and a precise audit trail can 
be established. Further, the invention may serve as an 
open platform between financial institutions. 
[001 1 ] The basic hardware of an embodiment of the 
present invention includes a central processing unit 
(CPU) and memory connected to a battery, a display, a 
user interface, an RF transceiver, an IRDA transceiver, 
a data encryption standard (DES) processor, and flash 
memory. The embodiment also includes biometrics 
hardware and a Rivest, Shamir, Adelman (RSA) encryp- 
tion chip, as well as, a card encoding capability. 
[0012] Although the embodiments shown depict a 
highly portable device, the present invention is not 
restricted to a handheld configuration. The present 
invention may be incorporated as part of a personal 
computer. Additionally, the present invention may be 
permanently installed as part of a system to serve indi- 
viduals located in a certain location, such as at a kiosk, 
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in a car, on board an aircraft, or other conveyance. 
[001 3] Data input may be performed via a keypad, a 
touch screen, or a stylus, as well as, through speech 
recognition. The present invention can incorporate a 
combination of these data input features. Furthermore, 5 
an embodiment provides wireless Internet access capa- 
bility. The screen and the keypad of one embodiment is 
oriented in a side-by-side configuration. A protective 
shell or cover supports and protects the device in a 
manner not to interfere with data transmissions. An w 
embodiment of the present invention also includes fea- 
tures of a portable cellular phone or pager, or a combi- 
nation thereof, making the device a unitary item so that 
consumers may carry a single, multi-purpose piece of 
hardware. 15 
[0014] The ability to access information contained 
in the present invention is determined by the authorized 
user of the device. Access to different types of informa- 
tion stored on or received through the device may be 
varied. Certain information may be made available to 20 
anybody who comes in contact with the device. For 
example, medical personnel may have immediate 
access to the user's medical/health information. In one 
embodiment, a special emergency key is included on 
the device to make it easy for medical personnel to 25 
retrieve the user's medical/health information. 
[0015] Another embodiment allows for the auto- 
matic transmission of information. This provides the 
advantage of enhanced customer service. For example, 
if a bank customer and bank are both utilizing an 30 
embodiment of the inventive system, the bank teller 
may automatically have the customer's information dis- 
played as the customer approaches. This allows the 
teller to greet the customer by name and also, for exam- 
ple, preview the customer's account information. 35 
[0016] Further, by using the IRDAor RF transceiver, 
a user may pre-program a transaction, for example, the 
withdrawal of money from an ATM so that the user does 
not have to wait to enter all the transaction information 
while physically at the ATM. In this embodiment, as the 40 
user approaches an "on-us" ATM, even while in a car, 
for example, the RF or IRDA transmission allows the 
ATM to receive, and temporarily store, the user's infor- 
mation. Then, as the user approaches the ATM, a bio- 
metrics verification process matches transmitted 45 
biometric data from the device with the observed char- 
acteristics of the user and, upon satisfactory verifica- 
tion, automatically processes the user's pre- 
programmed transaction. After this transaction is com- 
pleted, a receipt is electronically transferred to the so 
device, eliminating the need for a paper receipt and fur- 
ther increasing the speed and security of such transac- 
tions. Further, the invention allows financial institutions 
to more quickly and effectively tailor information to spe- 
cific individuals. 55 
[0017] A variety of information is stored in the 
device. Some examples include information regarding 
credit card accounts, checking accounts, savings 
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accounts, health insurance, frequent flyer awards, safe 
deposit box identification, telephone calling card 
accounts, and driver's license information. Other types 
of information may also be stored using the present 
invention. 

[0018] An embodiment utilizes both magnetic stripe 
cards, as well as, smart cards as the universal card. 
Although there has been a lot of movement towards 
smart cards, magnetic stripe cards will continue to be 
utilized as long as the vast magnetic stripe infrastruc- 
ture continues to exists. An object of the present inven- 
tion is to allow users access to existing, as well as 
emerging technologies. 

[001 9] The present invention has a number of secu- 
rity features. An embodiment has a data encryption 
standard processor having a fixed internal unreadable 
key, as well as an RSA chip for public key encryption. A 
personal identification number (PIN) may be selected 
and entered by the user of the present invention. Addi- 
tionally, card identification numbers (CINs) are assigned 
to various cards belonging to the user. For added secu- 
rity, biometrics data is stored in the present invention, to 
further ensure that only authorized users are able to use 
the device. This may include fingerprint, thumbprint, 
palm print, or an IrisCode. Furthermore, the device 
erases information added to the universal cards upon 
user initiation or after a predetermined time interval. 
[0020] Banking with the present invention may be 
conducted from a user's home, either with or without a 
personal computer. By installing a low cost RF modem 
between the user's home phone and the wall jack, a 
user may access his/her home banking network. Point 
of sale transactions may also be performed with the 
device, either with a universal card or through wireless 
transmission. For point of sale transactions, the user 
would enter a PIN and use the device to select the card 
he/she wishes to use for the purchase. The device 
would then write the necessary information onto the uni- 
versal card. The universal card would then be swiped 
through a point of sale terminal that is connected to a 
point of service network. The transaction would then 
proceed and the purchase would be completed. 
[0021] For wireless point of sale transactions, the 
data stored in the device would be transmitted wire- 
lessly via an RF or IRDA transceiver to an RF or IRDA 
modem at the point of sale, the modem being con- 
nected to a point of sale network. 
[0022] One embodiment of the device comprises a 
user interface for receiving input from a user to initiate 
an information exchange; a power source for providing 
power to enable standalone operation of said device; a 
central processing unit operatively connected to said 
user interface for controlling the operation of said 
device; a memory component operatively connected to 
said central processing unit, for storing information and 
software; an encryption/decryption processor for ena- 
bling encryption/decryption of data transmitted via a 
wireless data transmission; a communications module 
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enabling, without said user's prompt, said wireless data 
transmission between said device and a terminal when 
said device is within a communications range of said 
terminal; and wherein said communications module 
wirelessly transmits verification information associated 5 
with an authorized user of said device to enable verifica- 
tion of whether said user of said device is said author- 
ized user. 

[0023] An embodiment of the inventive system 
comprises a portable communications device; a card w 
reader/writer associated with said portable communica- 
tions device; a universal card wherein data is written 
and retrieved from said card with said card 
reader/writer, and wherein data is automatically erased 
from said card at a timed interval; a biometric identifier 15 
for verifying a user of said portable communications 
device; and an information terminal for automatic data 
transmission with said portable communications device 
when said portable communications device is within a 
communications range with said information terminal. 20 
[0024] Another embodiment of the system com- 
prises a device with a user interface for receiving input 
from a user to initiate an information exchange; a power 
source for providing power to enable standalone opera- 
tion of said device; a central processing unit operatively 25 
connected to said user interface for controlling the oper- 
ation of said device; a memory component operatively 
connected to said central processing unit, for storing 
information and software; an encryption/decryption 
processor within the device for enabling encryp- 30 
tion/decryption of data transmitted via a wireless data 
transmission; a terminal for communicating with said 
device; a communications module enabling, without 
said user's prompt, said wireless data transmission 
between said device and said terminal when said 35 
device is within a communications range of said termi- 
nal; and wherein said communications module wire- 
lessly transmits verification information associated with 
an authorized user of said device to enable said termi- 
nal to verify whether said user of said device is said 40 
authorized user. 

[0025] A further embodiment of the present inven- 
tion is a method for performing an electronic transaction 
with an information and transaction processing system, 
comprising receiving transactional information from a 45 
device; receiving verification information from said 
device; verifying a user of said device corresponds with 
said verification information; and transmitting and 
receiving data automatically with said device when said 
device is within a predetermined communications 50 
range. 

[0026] Further aspects and advantages of the 
present invention will be more clearly apparent to those 
skilled in the art during the course of the following 
description, references being made to the accompany- 55 
ing drawings which illustrate some embodiments of the 
present invention and wherein like characters of refer- 
ence designate like parts throughout the drawings. 



BRIEF DESCRIPTION OF THE DRAWINGS 
[0027] 

FIGURE 1 is a perspective view of one embodiment 
of the present invention; 

FIGURE 2 is a perspective view of another embod- 
iment of the present invention; 
FIGURE 3 is a perspective view of another embod- 
iment of the present invention; 
FIGURE 4 is a block diagram showing the basic 
hardware and optional hardware of one embodi- 
ment of the present invention; 
FIGURE 5 is a diagram illustrating the enrollment of 
a new user; 

FIGURE 6 is a diagram illustrating the interaction 
between one embodiment of the present invention 
with an "on-us" ATM, shared network ATM, and 
POS terminal; 

FIGURE 7 is a diagram further illustrating the inter- 
action between one embodiment of the present 
invention and an "on-us" ATM; 
FIGURE 8 is a diagram further illustrating the inter- 
action between one embodiment of the present 
invention and a shared network ATM; 
FIGURE 9 is a diagram further illustrating the inter- 
action between one embodiment of the present 
invention and a POS terminal; 
FIGURE 10 is a diagram illustrating the interaction 
between one embodiment of the present invention 
and a POS terminal in a passive mode; 
FIGURE 11 is a diagram illustrating the interaction 
between one embodiment of the present invention 
and a home banking network; 
FIGURE 12 is a diagram illustrating the interaction 
between one embodiment of the present invention 
and a personal computer; and 
FIGURE 1 3 is a diagram illustrating the an informa- 
tion updating embodiment of the present invention. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

[0028] For the purposes of promoting an under- 
standing of the principles of the invention, references 
will now be made to several embodiments of the present 
invention as illustrated in FIGURES 1-13. It will be 
understood that no limitation of the scope of the inven- 
tion is thereby intended. The terminology used herein is 
for the purpose of description and not limitation. Any 
modifications or variations in the depicted method, sys- 
tem, or device, and such further applications of the prin- 
ciples of the invention as illustrated therein, as would 
normally occur to one skilled in the art, are considered 
to be within the spirit of this invention. For instance, fea- 
tures illustrated or described as part of one embodiment 
can be used on another embodiment to yield a still fur- 
ther embodiment. Thus, it is intended that the present 
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invention cover such modifications and variations that 
come within the scope of the appended claims and their 
equivalents. 

[0029] Referring now to FIGURE 1, there is shown 
a perspective view of one embodiment of the device 1 00 5 
of the present invention. The device 100 has a user 
interface 1 and display 2. The user interface 1 shown is 
a keypad. Alternate embodiments include a touch 
screen interface/display. Also shown is universal card 3 
as seen when stored in a card reader/writer 4. The card w 
reader/writer 4 includes a docking port 5 with lips 6 to 
hold the universal card 3. The lips 6 are adjacent to the 
top and bottom portion of the card. Protective cover 7 is 
shown supporting and protecting the device 100 so as 
not to interfere with any data transmissions. The protec- 15 
tive cover 7 is segmented by two panels 8 and 9. The 
interface includes an emergency key 10 that provides 
medical and/or contact information. Another embodi- 
ment provides for emergency communication with a 
third party via cellular telephone. The information 20 
accessed via the emergency key 10 is preauthorized by 
the authorized user for access by others. 
[0030] Referring now to FIGURE 2, there is shown 
a perspective view of another embodiment of the device 
200. In this embodiment, the protective cover 18 has 25 
three panels with the docking port located on the top 
panel 8, the display on the center panel 1 1 , and the pri- 
mary interface located on the lower panel 12. The dis- 
play 13 is a liquid crystal display (LCD). User interface is 
located on panels 11 and 12. The alpha-numeric key- 30 
pad 14 is located on the lower panel 12, with the scroll- 
ing arrows 15 and 16 and an enter key 17 located on the 
center panel 1 1 . Again, universal card 3 is shown stored 
in the docked position in the card reader/writer 4. 
[0031] Referring now to FIGURE 3, an embodiment 35 
of the device 300 is shown without the card reading/writ- 
ing feature. The protective cover 19 has two panels 20 
and 21 . The primary interface 22 is located on the lower 
panel 21. The display/interface 23 is located on the 
upper panel 20. The display/interface 23 being an LCD, 40 
allowing for data entry with a stylus. As is evident in FIG- 
URE 3, the embodiments in FIGURE 1 and FIGURE 2 
do not require card reading/writing features to perform 
other functions, for example encrypted wireless data 
transmission. 45 
[0032] Referring now to FIGURE 4, there is shown 
a block diagram displaying the basic hardware, and 
some optional hardware, of one embodiment of the 
present invention. The basic hardware of the present 
invention includes a central processing unit (CPU) and 50 
memory device 24. CPU 24 is operatively connected to 
battery 25, display 26, user interface 27, RF transceiver 
28, and IRDA transceiver 29. Also operatively con- 
nected to CPU 24 is data encryption standard (DES) 
processor 30 and flash memory 31 . There is also some 55 
optional hardware that may be operatively connected to 
CPU 24, including, but not limited to, biometrics hard- 
ware 32 and RSA chip 33. 



[0033] CPU 24 controls the present invention by 
executing programs stored within its memory. Display 
26 may be any type and size of the various data/com- 
mand displays available, and is preferably a liquid crys- 
tal display (LCD) having graphics capabilities. User 
interface 27 may be any type of user-friendly interface 
for data/command entry such as a stylus, touch screen, 
speech recognition, or other data entry systems. User 
interface 27 may also be incorporated into display 26, 
instead of being separate from display 26. RF trans- 
ceiver 28 is a radio frequency transceiver capable of 
two-way data transfer between the device and an ATM, 
a bank teller station, other PDAs, or a greeting station; 
and is preferably a wireless RF transceiver with a ten 
meter omni-directional range. IRDA transceiver 29 is an 
infrared optical data transceiver capable of short range 
infrared communication with other infrared devices, 
such as PDAs and personal computers for data upload- 
ing and downloading, the IRDA transceiver preferably 
having a one meter directional range. 
[0034] DES processor 30 is included for security 
purposes. DES processor 30 utilizes a symmetric-key 
encryption method and is preferably a 56 bit encryption 
processor containing a fixed internal unreadable key. A 
triple DES is provided for additional security. RSA chip 
33 is for performing public key encryption. 
[0035] The flash memory 31 is for storing data and 
programs for easier updating. Biometrics hardware 32 
may be any conventional type of biometrics hardware 
capable of storing encrypted personal authenticating 
information such as a user's fingerprint, thumbprint, 
palm print, IrisCode or combination thereof. Biometrics 
hardware 32 is included as a security measure to sup- 
plement the personal identification number (PIN), termi- 
nal identification number (TIN) and card identification 
number (CIN) security code systems of the present 
invention. In one embodiment, the biometrics hardware 
32 stores an enrolled personal IrisCode (512 Bytes) in 
encrypted mode. 

[0036] FIGURE 5 is a chart showing an embodi- 
ment of a method for activating the present system upon 
enrollment of a new user 34. The user is assigned a per- 
sonal identification number (PIN) 35 that is used by the 
user at the time of a transaction for identification. The 
card account and banking account information 36 of the 
user is entered onto the device through data transmis- 
sion or manual input. The various card accounts, for 
example, Visa™, MasterCard™, Diners Club™, are iden- 
tified by a card identification number (CIN). Likewise, 
banking account information, for example, checking 
accounts, savings accounts, CDs, and business check- 
ing accounts, are identified by an account number. Fur- 
ther, information 36, such as, medical information, safe 
deposit box identification, frequent flier information, and 
insurance policy information may be entered. During the 
transaction, the user's iris image 37 is captured by a 
camera and compared to the transmitted IrisCode. The 
network 38 recognizes the terminals by the terminal 
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identification number (TIN) and indexes the TIN for Iris- 
Code searching/matching. The user's 39 IrisCode is 
stored in an encrypted mode and verified within two feet 
of a transaction terminal. 

[0037] Referring now to FIGURE 6, there is shown 5 
an overall system illustrating the interaction between 
device 200, which may also be embodiment 100 or 300, 
and associated "on-us" ATM 40, as well as, and shared 
network ATM 41 and POS terminal 42. In an embodi- 
ment of the "on-us" transaction shown in more detail in w 
FIGURE 7, a user pre-programs a desired transaction 
43 into the memory of device 200. For example, the 
user may preset the transaction at home. As the user 
approaches the ATM, in one embodiment, at a point 
within 10 meters for RF transmission, the user's stored 15 
information 43 is transmitted automatically (when in an 
automatic mode) or is transmitted upon user initiation to 
an "on-us" ATM 40 to begin a transaction. The stored 
information 43 including CIN, PIN, TIN, and IrisCode, 
along with the pre-programmed transaction request, is 20 
transmitted to the ATM. The transmission can be via 
either IRDA or RF, or other transmission systems, such 
as, transponder systems. The user's information 43 is 
received by the ATM 40 via a transceiver. The ATM ver- 
ifies the transmitted TIN/PIN/CIN with the ATM's net- 25 
work servers 44A and 44B. In this embodiment, a 
camera 45, for example a Sensar Inc. camera, at the 
ATM captures the iris image 46 of the user and verifies 
it with the encrypted IrisCode 43 transmitted to the ATM 
40. Once the transaction is authorized, for example, a 30 
cash withdrawal transaction 47, the user takes the cash 
and receives a wireless download of the transaction 
record 48 via RF. The device will receive the download 
even if it is in the user's pocket. Many different types of 
transactions may be performed, including deposits 49 35 
made by the user into an account. 
[0038] Alternatively, in an shared network transac- 
tion, shown in FIGURE 8, device 200 may be used to 
write to a universal 3 magnetic stripe or a smartcard, 
which can then be used at a card reader at shared net- 40 
work ATM 41. The user begins by entering the PIN 50 
for verifying user's access to the device 200. The device 
200 is used to select 51 which of the several card for- 
mats stored in memory the user wishes to use for the 
given transaction. The selected card information is then 45 
written onto the universal card 3 via card reader/writer 
4. Universal card 3 then acts as the selected card for a 
typical transaction at, for example, a shared network 
ATM 41 or POS terminal. The encoded universal card is 
entered into the ATM 41 . The ATM verifies the PIN with 50 
the ATM's servers 52A and 52B. Once the transaction, 
for example, a cash withdrawal 47, is authorized, the 
user takes the cash and receives a transaction record 
53 via display or traditional paper receipt. 
[0039] When the universal card 3 is embodied as a 55 
smart card, the card erases the encoded data after a 
specified duration, for example, ten minutes. With the 
universal card 3 embodied as a magnetic stripe card, 



the device erases the data from the card once the card 
has been docked and/or after a specified time interval. 
[0040] In FIGURE 9, a POS transaction is shown in 
further detail. For example, a user desires to make a 
purchase at a store. The user enters the PIN 50 for ver- 
ifying user's access to the device 200. The user selects 
51 the type of credit card account with which to make 
the purchase. The universal card is encoded as the 
desired credit card 3B, and the card is processed at a 
POS terminal 42 which is connected via a phone line 54 
to a POS network 55. The POS terminal 42 displays 
whether the transaction is authorized. 
[0041] In FIGURE 10, a transaction is illustrated 
wherein the POS terminal 42 is in a passive mode. In 
this embodiment, the user again enters the PIN 50 for 
verifying user's access to the device 200. The user 
selects 51 the type of credit card account with which to 
make the purchase. An RF modem 56 is linked with the 
POS network 55. The device 200 is used to transmit via 
RF the selected transaction to the RF modem 56. The 
transaction is checked for authorization and processed. 
A transaction record is then transmitted via RF to the 
device 200. 

[0042] Referring now to FIGURE 11, there is shown 
a diagram illustrating the interaction between device 
200 and home banking network 57. In this embodiment, 
information is transferred to and from device 200 
through RF modem 56 which is connected via phone 58 
and phone line to a home banking network 57. The RF 
modem 56 may be a low cost modem installed on the 
home phone line. Accordingly, the user can wirelessly 
access the home banking network, and the network can 
download account information onto the device 200. 
[0043] As shown in FIGURE 12 information may 
also be transferred between device 200 and personal 
computer 59. In this example, data transmission is via 
an IRDA transceiver 60 associated with the PC 59 and 
the device 200. The device 200 can upload all transac- 
tion records to the PC 59 for bookkeeping, and the PC 
59 can download information onto the device 200. 
[0044] FIGURE 13 illustrates an information updat- 
ing embodiment of the present invention wherein the 
information stored within device 200 is updated via wire- 
less transmission. An embodiment of this system does 
not require the user to have card reading/writing fea- 
tures associated with the device 200. The network 95 in 
this example checks the user's card holder information 
as the user approaches a teller or greeting station, or an 
ATM. The network is wirelessly checking, for example, 
the expiration dates of the card accounts maintained by 
the user. The wireless transmission may be made via a 
variety of transmission systems, for example RF sys- 
tems, IRDA systems, transponder systems, etc. Further, 
an additional service provided by the present system 
enables the customer to change the PIN via wireless 
transmission. The information downloading features are 
not limited to after-transaction usage of an ATM. The 
device 200 may be set to receive message downloading 
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as the user comes within a predetermined range of an 
ATM or a bank branch. Additionally, the bank's network 
can deactivate a user's account when a user 
approaches an ATM or a branch location. 
[0045] Embodiments of the present invention have 5 
now been described in fulfillment of the above objects. It 
should be appreciated that these examples are merely 
illustrative of the invention. Many variations and modifi- 
cations will be apparent to those skilled in the art. 

10 

Claims 

1. An information exchange device, comprising: 

a user interface for receiving input from a user 15 

to initiate an information exchange; 

a power source for providing power to enable 

standalone operation of said device; 

a central processing unit operatively connected 

to said user interface for controlling the opera- 20 

tion of said device; 

a memory component operatively connected to 
said central processing unit, for storing infor- 
mation and software; 

an encryption/decryption processor for ena- 25 
bling encryption/decryption of data transmitted 
via a wireless data transmission; 
a communications module enabling, without 
said user's prompt, said wireless data trans- 
mission between said device and a terminal 30 
when said device is within a communications 
range of said terminal; and 
wherein said communications module wire- 
lessly transmits verification information associ- 
ated with an authorized user of said device to 35 
enable verification of whether said user of said 
device is said authorized user. 

2. The information exchange device of Claim 1, 
wherein said terminal is a personal digital assistant. 40 

3. The information exchange device of Claim 1 , 
wherein said terminal is an automated teller 
machine. 

45 

4. The information exchange device of Claim 1 , 
wherein said terminal is a greeting terminal wherein 
information received by said terminal is for cus- 
tomer service. 

50 

5. The information exchange device of Claim 1, fur- 
ther comprising: 

a card reader/writer; and 

a universal card wherein data is retrieved from 55 
and written onto said card by said card 
reader/writer and wherein said data on said 
universal card is eraseable. 



6. The information exchange device of Claim 5, 
wherein said universal card is a smart card. 

7. The information exchange device of Claim 6, 
wherein said universal card is a magnetic stripe 
card. 

8. The information exchange device of Claim 1 , 
wherein said verification information associated 
with said authorized user is biometric information. 

9. The information exchange device of Claim 8, 
wherein said biometric information is an iris identifi- 
cation code. 

10. The information exchange device of Claim 1, 
wherein said user interface includes an emergency 
aid feature. 

11. The information exchange device of Claim 10, 
wherein said emergency aid feature provides 
access to an authorized user's health information. 

12. The information exchange device of Claim 1, fur- 
ther comprising a cellular telephone. 

13. The information exchange device of Claim 1, 
wherein said wireless data transmission is via radio 
frequency. 

14. The information exchange device of Claim 1, 
wherein said user interface is a liquid crystal dis- 
play/interface. 

15. The information exchange device of Claim 1, 
wherein said device is encased in a protective 
cover segmented by at least two panels. 

16. The information exchange device of Claim 1, 
wherein said device is a handheld device. 

17. The information exchange device of Claim 5, fur- 
ther comprising: 

a card docking port for said universal card 
wherein said card docking port has lips that 
abut three sides of said universal card when 
said universal card is docked in said docking 
port. 

18. The information exchange device of Claim 17, fur- 
ther comprising: 

a protective cover for said device wherein said 
protective cover is segmented by at least two 
panels; and 

wherein said card docking port is associated 
with a first panel and said user interface is 
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associate with another panel. 

19. The information exchange device of Claim 1, 
wherein said user interface is a keypad. 

20. An information and transaction processing system, 
comprising: 



21. An information and transaction processing system, 
comprising: 25 



22. The information and transaction processing system 
of Claim 21 , wherein said terminal makes biometric 
observations of said user and compares said 
observations to said verification information 
received from said device. 



23. The information and transaction processing system 
of Claim 22 further comprising an iris identification 
camera associated with said terminal for making 
said biometric observations. 

24. The information and transaction processing system 
of Claim 21 wherein said terminal is an automated 
teller machine. 

25. The information and transaction processing system 
of Claim 24 wherein said device wirelessly trans- 
mits a preset transaction request to said automated 
teller machine. 

26. The information and transaction processing system 
of Claim 25 wherein said automated teller machine 
transmits a transaction record to said device after 
processing said preset transaction request. 

27. A method for performing an electronic transaction 
with an information and transaction processing sys- 
tem, comprising: 

receiving transactional information from a 
device; 

receiving verification information from said 
device; 

verifying a user of said device corresponds with 
said verification information; and 
transmitting and receiving data automatically 
with said device when said device is within a 
predetermined communications range. 

28. The method of Claim 27 for performing an elec- 
tronic transaction with an information and transac- 
tion processing system wherein verifying said user 
of said device involves biometric observations. 

29. The method of Claim 28 for performing an elec- 
tronic transaction with an information and transac- 
tion processing system wherein said verification 
information is an IrisCode. 

30. The method of Claim 27 for performing an elec- 
tronic transaction with an information and transac- 
tion processing system wherein said transactional 
information is encoded on a universal card. 



a portable communications device; 
a card reader/writer associated with said porta- w 
ble communications device; 
a universal card wherein data is written and 
retrieved from said card with said card 
reader/writer, and wherein data is automati- 
cally erased from said card at a timed interval; 15 
a biometric identifier for verifying a user of said 
portable communications device; and 
an information terminal for automatic data 
transmission with said portable communica- 
tions device when said portable communica- 20 
tions device is within a communications range 
with said information terminal. 



a device with a user interface for receiving input 
from a user to initiate an information exchange; 
a power source for providing power to enable 
standalone operation of said device; 30 
a central processing unit ope rati vely connected 
to said user interface for controlling the opera- 
tion of said device; 

a memory component operatively connected to 
said central processing unit, for storing infor- 35 
mation and software; 

an encryption/decryption processor within the 
device for enabling encryption/decryption of 
data transmitted via a wireless data transmis- 
sion; 40 
a terminal for communicating with said device; 
a communications module enabling, without 
said user's prompt, said wireless data trans- 
mission between said device and said terminal 
when said device is within a communications 45 
range of said terminal; and 
wherein said communications module wire- 
lessly transmits verification information associ- 
ated with an authorized user of said device to 
enable said terminal to verify whether said user 50 
of said device is said authorized user. 
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